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Abstract

Purpose: This study investigates the data-sharing practices of children aged 10 to 14 in Spain during their interactions with brands in online environments. It specifically examines digital literacy on data protection, sharing contexts, and factors influencing understanding and management of personal information. Methodology: To this end, a qualitative study was conducted based on 35 semi-structured interviews. Results: Findings show most children are reluctant to share personal information due to distrust. Some practice selective disclosure when they perceive a brand as trustworthy or the request unavoidable. Their understanding of how personal data is used and their awareness of digital rights remain limited. Although participants identify technological, economic, and personal risks, trust tends to increase when brands appear familiar or professionally designed. Promotional content is often met with scepticism. Parental mediation—particularly among girls—often reinforces control through fear-based messaging. Conclusion: Risk perception shapes children’s data management strategies, but fear-based educational models may limit their autonomy.

Keywords
Children; Data collection; Data protection; Digital literacy; Brand strategies; Parental influence.

Resumen

Propósito: El objetivo principal de esta investigación es analizar las prácticas de cesión de datos personales por parte de menores de entre 10 y 14 años en España en su interacción con marcas en entornos digitales, así como comprender su nivel de alfabetización digital en relación con la protección de datos, identificando los contextos en los que se produce dicha cesión y los factores que influyen en su comprensión y gestión. Metodología: Con este objetivo, se llevó a cabo un estudio cualitativo basado en 35 entrevistas semiestructuradas. Resultados: Los resultados muestran que la mayoría evita compartir información por desconfianza, aunque algunos lo hacen de forma selectiva si consideran que la marca es fiable o la cesión es imprescindible. Perciben riesgos tecnológicos, económicos y personales, y su conocimiento sobre el uso de datos y los derechos digitales es limitado. La confianza en las marcas aumenta cuando estas son conocidas o visualmente profesionales, mientras que las promociones suelen despertar escepticismo. La mediación parental, especialmente en niñas, refuerza el control y transmite una visión del entorno digital como espacio amenazante. Conclusiones: La percepción de riesgo guía la gestión de datos personales por parte de los menores, pero los modelos educativos basados en el miedo pueden limitar su autonomía.

Palabras clave
Niños y niñas; Recolección de datos; Protección de datos; Alfabetización digital; Estrategias de las marcas; Influencia parental.

Resumo

Propósito: O acesso cotidiano de crianças à Internet normalizou a coleta de dados pessoais por parte das marcas. Nesse contexto, o principal objetivo desta pesquisa é analisar as práticas de compartilhamento de dados pessoais por menores entre 10 e 14 anos na Espanha em sua interação com marcas em ambientes digitais, assim como compreender seu nível de alfabetização digital em relação à proteção de dados, identificando os contextos em que ocorre esse compartilhamento e os fatores que influenciam sua compreensão e gestão. Metodologia: Com esse objetivo, foi realizado um estudo qualitativo baseado em 35 entrevistas semiestruturadas. Os participantes eram estudantes de diferentes comunidades autônomas da Espanha. Resultados: Os resultados mostram que a maioria evita compartilhar informações por desconfiança, embora alguns o façam de forma seletiva quando consideram que a marca é confiável ou o compartilhamento é indispensável. Seu conhecimento sobre o uso dos dados e os direitos é limitado. Percebem riscos tecnológicos, econômicos e pessoais, mas a confiança aumenta quando as marcas são conhecidas ou visualmente profissionais. Promoções geram, com frequência, ceticismo. A mediação parental, especialmente com meninas, reforça o controle. Conclusão: A percepção de risco orienta a gestão dos dados pessoais por parte dos menores, mas modelos educativos baseados no medo podem limitar sua autonomia.

Palavras-chave
Crianças; Coleta de dados; Proteção de dados; Alfabetização digital; Estratégias das marcas; Influência parental.

1. Introduction

Mobile phone and internet access has become nearly universal among adolescents, particularly in Spain, where 99.5% of households report having at least one smartphone (Instituto Nacional de Estadistica, 2024), 70% of children aged 10 to 15 use a mobile phone (Sánchez, 2025).

This routine connectivity has contributed to the normalization of personal data collection, largely driven by the commercial interests of brands. Data is collected both directly—through cookies, registration forms, and proprietary databases—and indirectly, via platforms and search engines that track demographics, interests, and browsing behavior to personalize marketing strategies (Fathoni, 2024). However, such practices raise significant concerns regarding user privacy and data protection (Neira-Placer et al., 2025).

In this context, a growing tension emerges between the development of minors’ digital autonomy and their susceptibility to persuasive commercial narratives. This tension is exacerbated by the pervasive presence of the digital marketplace and the logic of datafication, which transforms virtually every online interaction into exploitable data. These dynamics underscore the urgent need for a form of digital literacy that extends beyond technical skills to include ethical, social, and critical dimensions. Such literacy should empower minors to recognize and navigate the risks associated with personal data use and to engage in digital environments as informed, responsible citizens (Martoni, 2025).

2. Theoretical Framework

2.1. Digital Literacy in Childhood and the Role of Brands

Digital literacy refers to the ability to critically use digital technologies to access, manage, and communicate information, create content, participate in social contexts, and reflect on their personal and collective impact (Avinç & Doğan, 2024). Rocha Estrada et al. (2022) identify seven dimensions of digital literacy: five consolidated and two emerging. The consolidated dimensions include: technological (functional use of devices and logical thinking), informational (search and critical evaluation), communicative (interaction in digital environments), critical or cognitive (ethical reflection), and digital safety (protection of data, identity, and emotional well-being). The emerging dimensions are digital citizenship—understood as responsible participation in online life—and digital emotional intelligence, which focuses on the management of emotions in technological environments. In this regard, literacy in personal data protection constitutes a key component of the security dimension, as it involves the knowledge and practices needed to safeguard personal information (Alauthman et al., 2024).

The effective exercise of digital rights—defined as human and legal rights concerning access to, use of, creation of, and dissemination of content in digital environments, including freedoms of expression and privacy—requires digital literacy as a fundamental prerequisite (Pangrazio & Sefton-Green, 2021). In the absence of such literacy, these rights are difficult to understand or assert, making critical digital education essential for autonomous and safe participation in digital life.

Privacy represents a particularly important dimension of digital literacy for children, especially younger users who are often neglected in this context (Brown et al., 2023). Privacy should be seen as a means of empowerment, enabling children to manage their personal data in today’s digital world (Desimpelaere et al., 2021). Beyond simply providing or protecting personal information, privacy in digital contexts also involves understanding how, why, and under what conditions personal data circulates. This perspective recognizes that privacy is not solely an individual responsibility but also shaped by the design of digital platforms and the institutional and commercial forces that influence them (Livingstone et al., 2021). From their earliest online interactions, minors make decisions about how much information to disclose to both known and unknown parties. However, many general-use digital products and services design fail to account for child users, thereby compromising their safety, privacy, development, and well-being (Pothong et al., 2024).

While children and young people often view the Internet as a space for entertainment, advertisers have long seen it as a prime channel for commercial activity (Brown et al., 2023). The advertising industry employs data intelligence techniques (big data) to track minors’ behavior and deliver personalized messages based on individual profiles (Brown et al., 2023). Companies frequently impose conditions that children are ill-equipped to negotiate: either they consent to data collection or are denied access to services, resulting in an asymmetrical relationship (Li, 2025). In this context, Desimpelaere et al. (2021) argue that fostering privacy literacy among minors could encourage more critical evaluations of such practices by helping them recognize their negative impact on children’s rights.

The presence of brands and platforms in children’s digital environments has triggered growing institutional concern, particularly within the European Union. According to the European Data Protection Board (EDPB, 2022), platforms, applications, video games, and social media not only mediate access to content but also design user interfaces that emotionally manipulate minors, prompting them to disclose personal data and exploiting their limited critical capacities. These practices undermine fundamental principles such as transparency and data protection by design (EDPB, 2022).

In these environments, commercial strategies targeting minors often involve gamification elements, promotions, prize draws, and reward systems (Daems et al., 2019). The EDPB (2022) notes that emotional incentives and playful activities are used to stimulate engagement and encourage personal data disclosure. These tactics intentionally blur the line between entertainment and commercial intent, making it difficult for children to recognize the marketing goals embedded in seemingly recreational content (Fernández-Gómez et al., 2024).

2.2. Personal Data Protection Literacy: A Multidimensional Competence

According to Calzada and Marzal (2013), data literacy is a specific dimension of information literacy that enables individuals to access, interpret, critically evaluate, manage, process, use, and communicate data ethically. The authors stress that this competence should be progressively developed at all educational levels—including school—and continually reinforced throughout life (Calzada and Marzal, 2013), particularly because the general population tends to lack awareness of the extent to which their personal data is collected and how it is used (Deahl, 2014).

In the realm of personal data protection, it is essential to adopt a perspective that recognizes its multidimensional nature. As Livingstone et al. (2019) note, the development of digital privacy awareness and competencies is not a linear or age-dependent process, but one shaped by a combination of cognitive, emotional, and sociocultural factors. This study adopts the ABC model (affect, behavior, cognition) originally proposed by Ostrom (1969) and later revisited by Chi et al. (2018). This model integrates behavioral, cognitive, and attitudinal dimensions, providing a framework for analyzing how these elements interact in minors’ management of privacy and personal data in digital environments.

The behavioral dimension concerns the actions minors take when faced with requests for personal data. Livingstone et al. (2019), in their study of children aged 5 to 17, found that while many are aware of sharing information in interpersonal contexts (e.g., social media or private chats), their understanding is limited when it comes to recognizing commercial strategies aimed at collecting and exploiting their data. As Kim et al. (2025) observe in a study of adolescents aged 13 to 18, data sharing among young people is often driven by a desire for social inclusion and group belonging.

However, data-sharing behaviors tend to vary with age. Desimpelaere et al. (2021) found that older minors are more likely to share less truthful data, suggesting a growing sense of caution. Interestingly, the same study reported that gender does not significantly affect the amount of information shared. Regarding protective behaviors, some adolescents—aware of potential risks—choose to obscure or erase their data (Chi et al., 2018; Livingstone et al., 2019), while others take no protective action, considering such measures unnecessary (Chi et al., 2018).

The cognitive dimension relates to the extent of minors’ understanding of what personal data is, how it is collected and used by companies, and what rights they possess in this regard. Bowler et al. (2017), in a study of American adolescents aged 11 to 18, found that although some minors are aware their data may be used by companies or governments, many fail to link their everyday digital behaviors with the creation of personal profiles or to identify their legal rights.

Research by Desimpelaere et al. (2020, 2021) shows that privacy education—particularly when it explains the types of data collected, their use, and protection strategies—improves both factual and procedural knowledge. Children exposed to this kind of instruction demonstrate greater capacity to apply protective measures in real-life contexts, such as refusing to provide data or altering the information requested. Despite this, the privacy paradox persists: users who are aware of privacy risks and express concern about data protection often still disclose personal information in exchange for digital services (Daems et al., 2019).

The attitudinal dimension refers to the emotional and psychological stance from which minors assess trust and perceive risk in their interactions with brands and platforms. Negative emotions—such as fear or suspicion—often motivate stronger privacy protection behaviors, while overconfidence is linked to inaction or minimal privacy settings (Chi et al., 2018). Conversely, a positive attitude toward a platform, such as a website or online game, tends to increase the likelihood of data disclosure (Daems et al., 2019).

Privacy education also affects this attitudinal component. Children who gained knowledge about data protection expressed lower satisfaction with brand interactions, showed less trust, and generally held a more critical view of brands (Desimpelaere et al., 2020). However, Desimpelaere et al. (2021) later found that perceived fairness can increase willingness to share personal data—particularly when rewards are offered—even among privacy-literate children. Moreover, while minors readily identify interpersonal risks (e.g., parental surveillance, bullying, or exposure by strangers or peers), they often overlook or normalize commercial risks, such as the profiling and monetization of their personal data for advertising purposes (Livingstone et al., 2019), likely due to limited understanding of the economic value of their information.

Parental mediation plays a moderating role in the development of personal data protection literacy, influencing behavioral, cognitive, and attitudinal components. This mediation should not rely solely on restrictive control but should include interpretive and communicative strategies that help parents support their children in understanding digital risks and using their data responsibly (Livingstone & Helsper, 2008; Dedkova & Mýlek, 2023).

To be effective, this mediation must involve reflective dialogue about what they share online and the implications of doing so (Steinberg, 2017). This form of parental mediation appears to have a particular impact on risk perception (Stoilova et al., 2024); however, if focused solely on protection, it may hinder the development of key competencies. However, many parents lack both the necessary knowledge and relevant educational experiences from their own childhoods, making intergenerational transmission of data protection knowledge challenging (Stoilova et al., 2024; Livingstone & Helsper, 2008). In some cases, parents may even contribute to the problem through sharenting, the widespread and sometimes excessive sharing of children’s personal information on social media (Steinberg, 2017).

Parents’ perceptions of risk are also often uneven. Helsper et al. (2024) note that adults tend to overestimate visible risks, such as cyberbullying, while underestimating less visible but equally harmful risks, such as exposure to targeted advertising or silent data collection. Additionally, gender plays a role in the nature of mediation. Recent studies show that girls receive more parental mediation than boys, both in restrictive and active forms, particularly regarding online interactions (Dedkova & Mýlek, 2023). This trend had already been identified by the EU Kids Online project, which surveyed over 25,000 children aged 9 to 16 across 25 European countries, girls receive more parental mediation overall—especially concerning Internet use, safety, restrictions, and monitoring—while boys are more likely to experience technical mediation only (Livingstone et al., 2013).

3. Objectives and Methodology

The primary aim of this study is to examine the practices of personal data disclosure among children aged 10 to 14 in Spain in their interactions with brands in online environments. The study also seeks to assess their level of digital literacy related to data protection, as well as to identify the contexts in which data disclosure occurs and the factors that shape their understanding and management of these practices.

The following research questions were formulated:



(RQ1).What types of personal data do minors in Spain share with brands in digital environments, and in what contexts does this disclosure occur?

(RQ2).What knowledge do minors in Spain have about how brands use their personal data, and what rights do they understand themselves to have?

(RQ3).What attitudes do minors in Spain adopt toward requests for personal data, and how does parental mediation influence these attitudes?



To this end, a qualitative methodology was selected due to its capacity to access young people’s voices and explore their worldviews, lived experiences, and personal judgments in depth (Mayan, 2023). In the field of children’s digital literacy and competencies, qualitative approaches are particularly valuable for understanding the experiences, practices, and meanings that minors associate with digital technologies. As highlighted by Chaudron et al., in a study coordinated by the Joint Research Centre of the European Union (2018), the lack of prior research on young children’s digital media use—along with the methodological challenges of working with children—further supports the relevance of a qualitative approach in this context.

The potential influence of the researcher’s positionality on the relationship with the children and the interpretation of their narratives was acknowledged throughout the process. This study employed a qualitative research design, based on 35 semi-structured interviews with children aged 10 to 14 residing in Spain as shown in Table 1. The sample size (n) was determined based on the point of saturation—that is, the moment when no new categories emerged. This criterion is consistent with approaches adopted in similar studies, such as Sweeney et al. (2021), who also reached saturation with 29 interviews.


Table 1. Conducted Interviews




	Interviews

	Age






	Gender

	10

	11

	12

	13

	14

	Total




	Girls

	0

	4

	3

	3

	5

	15




	Boys

	4

	3

	4

	6

	3

	20




	Total

	4

	7

	7

	9

	8

	35






Source: own elaboration.



    Participants were selected from an initial pool of 1,070 minors from various Spanish regions who had taken part in the project’s preliminary quantitative phase. The selection process considered variables such as age, gender, school type, family socioeconomic status and access to digital devices (Supplementary material). Children between the ages of 10 and 14 were chosen because they are generally capable of active and effective participation in verbal exchanges, as noted by Zarouali et al. (2019). This age group is also significant in terms of cognitive development (Wu et al., 2025) and coincides with a notable increase in personal mobile phone ownership, particularly from the age of 10, which further justifies their inclusion in studies related to digital practices (INE, 2024).

All interviews and recordings were carried out with prior consent from parents or legal guardians, obtained through a signed informed consent form that was approved by the Ethics Committee of the [Blinded University]. This committee also validated the methodological design of the study. Families were clearly informed that all collected material would be used exclusively for scientific purposes.

The interviews were conducted between September and December 2023 via the Microsoft Teams platform. A semi-structured interview guide was used to facilitate conversation while allowing flexibility for follow-up questions. Interviewers emphasized that there were no right or wrong answers and that participants would not be judged, in order to foster a relaxed and trusting environment. This approach was essential for establishing open and fluent communication with the minors, facilitating the expression of authentic and spontaneous responses.

The interview guide was designed to address the study’s three research questions. To explore RQ1, participants were asked whether they usually shared personal information—such as their name, address, social media handles, or mobile numbers with brands, and whether this occurred, for instance, in the context of a promotion. Additional questions explored whether the shared information pertained solely to the child or also included details about their household. In relation to RQ2, participants were asked why they thought brands wanted their information and whether they believed it was possible to recover or delete the data they had provided. For RQ3, the questions focused on the reasons why participants chose to share or not share personal data, whether they perceived such actions as dangerous or harmless, and whether they discussed these topics with their parents.

The data analysis followed a systematic approach (Bingham, 2023) as presented in Table 2. To reduce interpretative bias, the interviewers did not take part in the data analysis, allowing for greater critical distance. After transcribing the interviews verbatim, thematic coding was applied based on the study’s objectives, followed by open coding to identify emerging patterns. Thematic clustering was supported by interpretative notes, and the process concluded with theoretical coding, which enabled the extraction of findings linked to the conceptual framework.


Table 2. Description of the Analytical Categories




	Dimension

	Category

	Example






	RQ1. What types of personal data do minors in Spain share with brands in digital environments, and in what contexts does this disclosure occur?




	Behavioural Dimension

	Sharing of Personal Data

	“No, not with brands” (E6, boy, 13 years old, middle SES)




	Types of Information Shared

	“The address, but just so it gets delivered” (E10, boy, 13 years old, low SES)




	RQ2. What knowledge do minors have regarding the use of their personal data by brands and the rights they hold in relation to such data?




	Cognitive Dimension

	Use of Personal Data by Brands

	“To send ads” (E15, girl, 14 years old, high SES)




	Knowledge of Digital Rights

	“Delete? Oh, I don’t think so” (E35, boy, 13 years old, high SES)




	RQ3. What attitudes do minors in Spain adopt towards requests for personal data, and how does parental mediation influence these attitudes?




	Attitudinal Dimension

	Attitudes and Emotions

	“I don’t trust it” (E13, boy, 14 years old, high SES)




	Perception of Risk

	“It can be dangerous” (E7, girl, 14 years old, middle SES)




	Contextual Dimension

	Parental Mediation

	"My parents say I shouldn’t do it." (E21, girl, 13 years old, high SES)







Source: developed by the authors.



4. Results

4.1. Disclosure of Personal Data to Brands and Types of Information Shared (Behavioural Dimension)

From a behavioral perspective on data literacy, these results reveal how minors typically disclose personal information to brands. In response to the question “Do you usually share any personal information such as your name, address, Instagram profiles, phone number… with brands? For example, in a promotion?”, the majority of participants reported that they do not share their data in such contexts (70.58%): “No, not to brands. I tell my friends my Instagram, but no one else” (E6, boy, 13 years old, middle SES).

Some minors demonstrated awareness of privacy issues and a strong sense of control over their personal data, rejecting the idea of disclosure even when faced with commercial incentives. One girl expressed concern about potential exposure: “No way, I never share my info or anything like that. Because anyone could see it or whatever” (E14, girl, 13 years old, low SES). Another participant articulated a critical stance toward how brands use personal data: “No. I’m not selling my data just for stuff. My data is mine, and they’re not going to get it just because they want to lure me in with some prize I’m probably never going to win anyway” (E29, boy, 12 years old, low SES).

It is noteworthy that during the interviews, only one minor spontaneously linked their protective behavior to guidance received from authority figures such as parents: “My mom tells me: ‘Never talk to strangers unless it’s something about the game’” (E2, girl, 11 years old, low SES).

A minority of participants expressed a willingness to share personal data, albeit with conditions (29.41%). Among these, gender distribution appeared balanced. While affirmative responses were found across all age groups, they were most frequent among 13- and 14-year-olds. These participants justified data sharing—particularly of names, phone numbers, and postal addresses—when it was necessary to receive products: “With brands, yeah. Name, surname, and a contact number, just in case no one’s home when the package arrives, so they can call that number, and the address, obviously” (E33, boy, 13 years old, high SES). Some participants reported sharing data such as email addresses in exchange for incentives like discounts or entry into prize draws. For example: “Well, if you give Shein your email and sign up, you get discounts and stuff like that, so I guess that’s fine” (E7, girl, 14 years old, middle SES).

Children’s perception of data sensitivity varied depending on the type of information and the context in which it was requested. Email addresses were generally viewed as less sensitive: “I don’t mind putting my email in a form or whatever” (E7, girl, 14 years old, middle SES). In contrast, phone numbers and postal addresses were considered more sensitive and were typically only disclosed when necessary, such as for product delivery: “When you order clothes or something like that, you have to give your address so they can deliver it” (E15, girl, 14 years old, high SES). Some minors reported only sharing personal information through platforms they had previously used or that had been recommended by peers, reflecting a more selective approach: “On apps I’ve already bought from and I know they’re safe, and my friends told me they are too” (E25, boy, 10 years old, low SES).

In response to the question “Do you share only your own data or also data about your home?”, participants’ answers indicate that minors share a range of personal data, particularly contact information, location, and occasionally financial details. One participant admitted: “The credit card, yeah—my parents’. I don’t know, I’m not really sure what it’s for” (E5, girl, 14 years old, middle SES). This included phone numbers and email addresses, usually shared to receive updates or participate in prize draws:

“Like, at the mall I went to this store and bought this phone case. So I gave them my phone number and my email so they could message me too, because I was going to pick it up on my own, without my parents, you know?” (E16, boy, 12 years old, high SES).

Home addresses were also shared in connection with purchases and deliveries: “If I order a package or whatever and they ask for my address, I think it’s normal, so sometimes I give it” (E7, girl, 14 years old, middle SES).

In some cases, when participating in prize draws or collecting items, minors provided their parents’ contact information. Others chose to use public or business addresses instead of their home address: “Or like addresses of places, public businesses—like, my aunt has a bakery, so they usually put the bakery’s address instead, because, I mean, that’s something you can find on Google anyway. But not my address” (E15, girl, 14 years old, high SES).

4.2. Minors’ Knowledge of the Use of Personal Data and Digital Rights (Cognitive Dimension)

From a conceptual standpoint, data protection literacy involves an understanding of both the purposes for which brands request personal information and the rights associated with the control and deletion of that data. In response to the question “Why do brands want your information?”, a notable number of interviewees—particularly boys—admitted to not knowing the exact reason (21.21%): “I don’t really know, to be honest” (E17, boy, 11 years old, high SES).

Nonetheless, the majority of participants suggested that brands collect information primarily for commercial purposes (42.42%), such as advertising: “For example, you put in your email and they can send you ads by email” (E19, boy, 10 years old, low SES), or for market research: “Maybe if it was for a study or something like that, they’d want to know my age or my gender or whatever” (E7, girl, 14 years old, middle SES). Several participants also noted that personal data might be used for logistical management and product delivery (18.18%): “Well, so they can make the delivery” (E12, girl, 12 years old, middle SES).

Interestingly, a few participants speculated about potential misuse of data, including illegal activities (15.15%). One boy remarked: “So they can hack your phone and you end up with nothing” (E10, boy, 13 years old, low SES). Others assumed that brands might need the data simply to contact promotion winners, without elaborating further (3%).

Regarding digital rights, a large majority of the participants—both girls and boys—believed that once personal data is shared, it cannot be retrieved or deleted (68.75%). This reflects a limited understanding of data portability and deletion rights. One participant articulated this concern clearly: “I don’t think it’s easy, because you’ve sent your data to that platform and they’re not going to let you get it back—because you’ve already given it to them. I think it would be hard to get your data back and for them not to keep a copy” (E3, girl, 11 years old, high SES).

Only a few boys provided vague affirmative responses such as “I think so, yeah” (E11, boy, 12 years old, high SES), without further detail (28.12%). In contrast, a more nuanced view was offered by a 14-year-old girl who distinguished between recovering and deleting data:

“Getting it back, yes, but deleting it—I don’t think so. Because, after all, like I’ve always been told, any info that goes through the Internet or whatever is always going to stay there. I mean, it’s like you can never really delete it completely” (E15, girl, 14 years old, high SES).

4.3. The Attitudinal Dimension in Minors’ Responses to Requests for Personal Data and the Role of Parental Mediation in Digital Literacy

From an attitudinal perspective on data protection literacy, many minors cited distrust in the security and reliability of digital platforms or brands as a primary reason for not disclosing personal data (50%). This skepticism is reflected in statements such as: “I don’t trust certain websites” (E34, boy, 14 years old, middle SES), and “a lot of the time, it’s not believable” (E35, boy, 13 years old, high SES).

Participants also expressed doubts regarding the authenticity of promotions and prize draws, often perceiving them as deceptive or manipulative (37.5%). These perceptions contributed to their refusal to share data. One girl noted: “I usually don’t pay attention to giveaways. Because a lot of the time they can trick you” (E28, girl, 14 years old, high SES). Another participant added, “There’s little chance I’ll actually win” (E23, boy, 10 years old, high SES), while another commented: “Like it says, spin the wheel, you win an iPhone 14, and then it asks for your address or your card—it’s not believable” (E33, boy, 13 years old, high SES).

When asked whether they considered data sharing with brands to be dangerous or harmless, only one participant responded affirmatively to the latter: “That nothing would happen” (E27, girl, 14 years old, high SES). In contrast, many minors mentioned parental warnings as a major influence on their caution toward digital interactions (13.63%). Recommendations such as avoiding communication with strangers and being skeptical of pop-ups and promotions were commonly cited. For example: “My mom already told me that if something like that pops up, I should either tell her or close it, because it’s personal data they can use to put a virus on your phone” (E3, girl, 11 years old, high SES), and “My parents warn me a lot to be careful” (E14, girl, 13 years old, - SES).

Minors associated several risks with the disclosure of personal data, including hacking, doxxing and malware (22.72% of those who consider it dangerous), threats to personal safety (9%), scams (31.81%), and the unwanted receipt of advertising (4.5%). Some participants voiced concerns about the malicious use of data, particularly in relation to doxxing—the practice of collecting and publishing someone’s personal information without consent. One boy explained:

“Yeah, pretty dangerous. I mean, there could be a hacker. Well, I know there’s this thing called doxxing. It’s when someone looks you up, finds out where you live and your personal stuff. And like, if they see you’ve entered your address somewhere—like in a company or on some site—and they know how to hack, I think they could break a code or something and find your address” (E17, boy, 11 years old, high SES).

Others emphasized technological risks, such as malware: “I think it would be dangerous, because, well, they could take all your data and, well, put a virus on your phone, tablet, or computer” (E4, boy, 13 years old, high SES). More serious fears, such as kidnapping, were also voiced: “If you give your address, then of course someone could come and kidnap you at any moment” (E1, girl, 11 years old, middle SES). Concerns about economic fraud were also common: “It’s dangerous, they could take your money” (E35, boy, 13 years old, high SES); “It would be dangerous because they could scam me” (E31, boy, 13 years old, high SES).

The constant receipt of advertising following data disclosure was another point of concern. One girl described how targeted ads follow from entering data in promotions:

“Because if you see an ad, like, I don’t know, an iPhone being given away, you’d probably click on it, right? Most people would. Then you’d give them your data and stuff. And then it’s like they’ve got you on file, right? So they can keep sending you more ads, like, ‘iPhone 15 on sale.’ And then they just flood you with ads” (E21, girl, 13 years old, high SES).

Minors often expressed explicit fear—not just distrust—when discussing the risks associated with data sharing, especially in relation to promotions and giveaways. One boy observed: “It’s super hard to actually win, and sometimes it’s even fake” (E11, boy, 12 years old, high SES), while another stated: “Most giveaways are a scam” (E10, boy, 13 years old, low SES).

The degree of perceived risk was influenced by the visibility and credibility of the brand (30.30%). Familiarity with well-known companies or their social media presence served as a sign of trustworthiness. For example:

“Well, it depends on the site—whether it’s trustworthy or not. For example, Amazon’s or Nike’s official store, no—I mean, that’s completely trustworthy. But, like, new shopping apps? I never really use those, I don’t even download them to check. I just don’t like them” (E12, girl, 12 years old, middle SES).

By contrast, brands with little online presence or an unprofessional design generated suspicion. Elements such as follower count or interface design were mentioned as key indicators: “If you see a brand with 200,000 followers, you know it’s doing well. If you see one with 2,000, you could think anything” (E13, boy, 14 years old, high SES); “If it looks real and all that, then I think it’s fine. But if I see it’s fake, then I don’t like it” (E20, boy, 11 years old, middle SES).

While parental influence had already emerged spontaneously in earlier responses related to data-sharing behavior and risk perception, this portion of the interview included a direct question regarding parental mediation. Over half of the participants stated that they discuss the issue of sharing personal data with their parents (58.82%)—this was more commonly reported by girls. One participant explained: “I usually ask first” (E12, girl, 12 years old, middle SES).

However, a significant group of participants indicated that they do not discuss these matters with their parents (41.18%). In some cases, this choice was tied to a sense of personal control. One boy noted: “No, ’cause I don’t really pay attention to it either. I mean, I just... I see the ad, I close it, and I don’t tell my parents, but I also don’t give it any of my info” (E4, boy, 13 years old, high SES).

5. Discussion and Conclusions

5.1. Data-Sharing Practices: Risk Perception and Attitudes

The way minors in Spain manage the personal information they disclose to brands in digital environments is strongly shaped by their attitudes toward commercial strategies, and particularly by the level of perceived risk associated with each situation. Based on this risk assessment, they apply varying degrees of protection, selectively deciding which data to share and under which circumstances. Most participants reported avoiding the disclosure of personal data to brands, citing distrust in platform security, the perceived unreliability of promotional activities, and, in some cases, a growing awareness of privacy—even when commercial incentives are present. These findings align with those of Chi et al. (2018) and Desimpelaere et al. (2020), who argue that negative affective responses, such as privacy concerns, can promote active protective behaviors. These practices reflect an emerging form of children’s agency within digital environments.

Minors in this study largely viewed the sharing of personal information as a risky practice, indicating a heightened awareness of the potential dangers involved. This contrasts with the findings of Livingstone et al. (2019), who reported that minors often overlooked or underestimated the risks inherent in commercial practices. These risk perceptions do not emerge in isolation; rather, they are shaped by social discourses such as parental warnings and certain media narratives that reinforce a threatening image of the digital environment. Participants in the present study were able to distinguish among different types of risk: technological (e.g., hacking, viruses, or doxxing), economic (e.g., scams or financial theft), and personal (e.g., location tracking or abduction). These distinctions reflect a relatively nuanced understanding of potential threats, even if not always fully informed by technical or legal knowledge.

Perceptions of risk were closely tied to the degree of trust minors placed in specific brands, which was influenced by factors such as brand recognition, website design, and follower count on social media platforms. Promotional activities, particularly prize draws, were frequently met with skepticism, often being perceived as manipulative or deceptive—a finding consistent with Desimpelaere et al. (2020). However, their 2021 experimental study showed that the presence of a reward could increase both perceived fairness and willingness to share personal data, even among digitally literate children. This highlights a possible gap between stated intentions and actual behavior, shaped by motivational and contextual factors.

A minority of participants acknowledged sharing personal data but did so selectively and only in contexts they considered justified. This behavior was more common among adolescents aged 13 and 14, in line with Desimpelaere et al. (2021). These minors differentiated between types of data—viewing email addresses as relatively benign while reserving more sensitive details, such as home addresses or phone numbers, for necessary transactions. Some also employed protective strategies, a pattern observed in earlier studies by Chi et al. (2018) and Livingstone et al. (2019).

5.2. Knowledge of Personal Data Use and Digital Rights

Although many participants struggled to articulate why brands request personal data—especially younger boys—most were able to identify commercial motives such as advertising, market research, or logistics. Alongside this partial understanding, a few participants speculated about the potential for malicious use, including hacking and fraud. Notably, there was a widespread lack of awareness regarding digital rights, particularly concerning the ability to retrieve or delete personal data once it has been shared. Similar to the findings of Bowler et al. (2017), most minors in this study felt that once data is submitted, it is effectively out of their control. This perceived lack of control is exacerbated by the opacity of many digital promotions. Policymakers should regulate the design of platforms targeting minors by limiting persuasive incentives and safeguarding their digital rights.

5.3. Parental Mediation in Digital Literacy and Data Sharing

Parental mediation emerged as an influential factor in minors’ data literacy, particularly among girls, consistent with the findings of Livingstone et al. (2013). The data suggest the existence of an education model grounded in fear—built around socialization practices that emphasize potential negative consequences as a means of persuasion. This approach may stem from a broader lack of data literacy among adults, as suggested by Deahl (2014). Such strategies activate different emotional registers: appealing to a hedonistic concern about the loss of enjoyable possessions (e.g., phones or computers) and invoking affective fears related to personal safety (e.g., kidnapping). In both cases, the digital environment is framed as inherently threatening, which can reinforce dependence on adults and undermine the development of autonomy and critical thinking. The fact that this model was more commonly reported by girls also suggests the presence of gendered assumptions, where greater vulnerability is projected onto female minors, thereby justifying more restrictive forms of oversight. This highlights the importance of including content on privacy and data use in digital literacy programs from primary education onwards, with the aim of fostering critical autonomy and the exercise of digital rights.

5.4. Contributions and Limitations of the Study

This study offers valuable insights by addressing data protection literacy in childhood through a multidimensional lens and by foregrounding the perspectives of minors themselves. Its contribution is especially significant given the limited body of qualitative research on this topic in the Spanish context. Nevertheless, several limitations should be acknowledged. As a qualitative study based on interviews, the findings are not generalizable to the broader child population. However, they do support the identification of recurring patterns and the formulation of hypotheses for further investigation. Additionally, the study was conducted within a specific cultural and geographical context, which may limit the transferability of the results. Although every effort was made to center minors’ voices, their responses may have been influenced by social desirability or by their relationship with the interviewer. Given the complexity of the topic, future research would benefit from mixed-method approaches quantitatively exploring variations in trust by age or platform and examining the evolution of risk perception through longitudinal studies. The inclusion of perspectives from other key stakeholders, such as families, educators, or designers of digital environments could further enrich the analysis.
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